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1 . 2 n August X 953 the ftaectttlve Secretary, D?r(?tB, expressed caocoro 
Otnitr tbs High percentage of CORES? ecrapramlses duo to Ineffective 
emssSickiifjKss security. Se secenfaended that the Director, 'SEA, he 
instructed hy Wct& to take certain specific act lcoa, Including Inspections 
if necessary, to xmeSy t ha situation (UTCZB 13 / 35 ®)* 

ft, ftt&eequcni papers reccsxscruSeS elimination of the Inspection 
cleuce free the &e» entire Secretary’s p r eposod draft. Instead, the Director, 
f£A, would he requested to establish sad sufcnit for Board approval altulw aa 
gtendsrds governing ccssaunlc&tions security ays tees, procedures, practices 
«S& training progress to he followed by ell OECIB aea&era la tbs trwmiiselan 
$f EKISBf? by electrical nssns. 

to k Pebruary 195& VSCtB approved a as? Directive #9 "Instructions 
for departing daqpracdsos and Possible Ccopronlsee of CCKEST Information 
Of COW Code Words." 



to 8 only 3L9& urctB 
I** paper stflboltted hy 



approved (tCCXB 13.5A*) the "ainteun 



Standards'’ paper edfco itted hy Director, KSA. entitled "Security ftsqnireacats 
for ^rananisaion of <5®3S? hy ftlsctrieal Msaas." 

5. in Ha annual report to WGX& (UGdB 5A/12) tbs iggcrutive 
Secretary xeccHOefadcd that the Director, MSA, prepare sad forward to USC 1 B 
In tine for consideration at the September meeting a status report on action 
taken to laprova ogcauaicaticns security in the CCKXST eheoenta under his 
ftBgs&tlonal or technical control, together vlth any recoaocndatloag ho 
wight decs ap pro priate. 



6 . TfcClB I3.5/I1 circulates for XECIB ccnaldoratlon the Status deport 
ftfbndtted hy JESA, 

t* Xa a covering ngaaraartaa it la pointed out that, While encryption 
*?Sd¥S and equipoont failures are relatively frequent, scare than half of 
all conproctises of CCKXJF? information coatinuo to involve transmission in 
the clear on interccjrtihlc vire or radio oircuits, in addition, a high 
parentage of these clear text trsaeaisalone are doe directly to Inattention 
0 ? oarsleegnees on the pert of the operators. 



eclassified and approved tor release bv NSA ori 02-12-2014 pursuant to E.O. 1352 
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item % (cent lB Bea) 

S, the states that. since iaprovefflenta in equixoonts 

M& proca&ires alone have sot resulted In the desired imptwcnant of the 
iituatign, preventive and corrective action in the future should place 
increased end continued emphasis on specific gulden and criteria for 
training and indoctrination of personnel, and on the basic responsibility 
$f ccoKROd to develop in eubordinatca a deep sense of personal responsibility 
for the nalntenonce ef security. 

Ibe report reveals that the hazard to security as a result of 
Inadvertent pJainiangung* transmissions was recofjnised and brought to the 
attention of the Service <Sryptologic Agencies by the Director in July 1951* 
fine© that time, various equiptsent modifications and other co rr e ct iv e 
«MNlia hove been r eca a o cndcd. Bono of these were isosdiately adopted by 
one as? SofS of the Services I others have not yet bean fully iapleaonted. 

& the meantime, the violations continue at a high ratal end increased 
aagfcesle m training appears to be the aaln solution. 

t, 

16. fbe aenorandun states that prosecution of a successful training 
proofs* will require the eaarcise of strict adninistrativa control, sod 
that the authccrity to exercise such control resides in the Director under 
tbs taros of S£C3rb #9. It la, nevertheless , the Director’s intention not 
to assume direct administrative control at this tins, but to continue to 
act through and In collaboration with tho Services. The success of the 
dfiap&fdtive effort in training, and the promptness of Service cooperation 
in a doptin g future recaaoondatiana for the Imp rovem ent of ©annual cations 
#e«E*ity # will determine whether or not the Director should consider the 
dSRflfaise of wore direct control. 

11, ta addition to establishing specific training criteria, the 
Director contemplates the following additional corrective action 1 

a. Issue of check-off lists covering all phases at ccrawni cation 

of periodic local inspections of field 



#6€®Sity, to be used in the conduct __ 

giations by the denaauding Officer or Officer in Charge 
inspections will be etfcoi tried to fin A. 



Deports ef these 



h, lotifieatiott to the denies Field Activities that S5A is 
weeded, to provide, cn request. Tr a in l ag Visit feezas for the conduct of 
infernal, instructional visits to field stations. 



IS* So re c q naen d a ticn required on this item. 




